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ADVANCED CYBER
SKILL WORKSHOP



CYBERPRO

GLOBAL

A 1-2-day advanced workshop for
cyber professionals.

A specialized session to take
ADVANCED your cyber skills to the next

CYBER SKILL level.
WORKSHOP

Choose from our range of cyber
topics, learn from an expert
before testing your skills in a
lifelike cyber scenario.

900 Specialist classes held
PART 01 [RIE by Industry experts.

Learn all there is to know about your
chosen cyber topic.

ﬁ?E A true-to-life simulated
il ® cyber scenario.

Put your skills to the test with cyber
challenges in real time.

In-depth simulation
PART 63 sl debrief.

Get insights into your performance with
step-by-step analysis.
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CYWARIA

NEXT GENERATION CYBER RANGE

Cywaria is a cloud-based training platform

that simulates life-like attacks.

Train for a cyber attack in
the most realistic.

REAL REAL CYBER REAL-LIFE
NETWORKS DEFENSE TOOLS CYBERATTACKS IN A
SAFE ENVIRONMENT
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CYBERPRO

GLOBAL

Choose from many different
cyber topics including:

SPLUNK

__ Overview of data sources, indexing, and basic
commands

__ Simple log ingestion and event categorization
__Splunk Search Processing Language (SPL)
__Anomaly detection using Splunk

MALWARE ANALYSIS

__ Basics of static and dynamic analysis techniques
__Using System Internals for Analysis

~Basics of IDA (Interactive Disassembler)
__Overview of IDA and its role in malware analysis

INCIDENT RESPONSE

__Basic tools and techniques for effective
incident handling

__ Applying MITRE ATT&CK in Incident Response

__QRadar Integration for Enhanced Incident
Response

__Real-world monitoring and ir using MITRE ATT&CK
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CYBERPRO

GLOBAL

NETWORK FORENSICS

__Understanding the Wireshark interface and
functionalities

__Filtering and searching techniques for efficient
analysis

__Malware Traffic Analysis in PCAPsinvestigations

__Deep packet analysis & protocol dissection for
investigation

WINDOWS ETHICAL HACKING

__Overview of the Windows 0S in the context of
ethical hacking

__Understanding and Identifying Vulnerabilities
in Windows

__Integrating Python scripts with exploits to
enhance functionality

__Windows Post-Exploitation Techniques

LINUX ETHICAL HACKING

__Overview of Linux 0S and its significance in
ethical hacking

__ Linux Security Tools and Techniques
__ Vulnerability Assessment and Exploitation

__Techniques for privilege escalation and
maintaining access
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CYBER

National
Cyber Academies

A cyber safe tomorrow begins today




