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ARE YOU READY
ATTACK?
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INCREASE AWARENESS AND
MINIMIZE YOUR EXPOSURE
TO CYBERATTACKS.
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Cybersecurity



I..‘x gglt)irsecurity {@ CYWARENES Sw


https://docs.google.com/file/d/1BxbLuW-SQaHHfnOUEe0KvfYNUNW3o1dh/preview

THE CYBER ATTACK PRICE TAG

Cybersecurity awareness is more critical than you think for the safety of your business.

Cyber incidents can come with a hefty price tag. With an ever-rising number of cyber-attacks each
year, the risk of not educating your employees on cybersecurity awareness only continues to grow.

$861,000 $86,500 $865,000 wto $400

per enterprise per SMB company per breach per employee per year

avg. financial impact of avg. financial impact of avg. financial impact of an avg. cost of phishing
a single data breach a single data breach incident involving careless attacks alone
and attack vector and attack vector actions of employees



CYWARENESS ASAGLOBAL NETWORK

Cywareness is part of a global group of companies with leadership expertise & proven track record in
all aspects of business operations, project execution, and delivery. The group is the most extensive
Cyber education and training provider globally, a force multiplier for the digital domain.

Over the last 15years, the group has built a wide global network with offices worldwide, delivering
projects across five continents:

The Americas: New York & Bogota.

Europe: Madrid & Zurich.

Africa: Ghana & Kenya.

The Middle East: Tel Aviv

Asia: Singapore, Jakarta, and Melbourne
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PROTECT YOUR ORGANIZATION

Cywareness allows you to maximize your
employees cybersecurity potential by exposing
them to the most relevant cybercrime scenarios
on an ongoing basis, with no additional

requirements or resources from your IT team.
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HUNDREDS OF PHISHING EMAILS &SMS TEMPLATES

CREATING PHISHING SIMULATIONS IS EASIER THAN EVER

Cywareness allows you to deploy
intelligent simulated attacks on your
employees via email and SMS in
multiple languages.

The platform includes micro-training
sessions that teach users how to
identify future attacks.

- Email Template SMS Template Cybersecurity Phishing English Cybersecurity Phishing English Cybersecurity Phishing English English Cybersecurity )

Libraries » Simulations

(® videos J simulations 2= Quizzes Games Al Simulation Builder ) ° =

- o S
Trending Now / - ¥ \

Check Out Our New Al Simulation
Builder

N
Create email templates, landing pages in just a v
few simple steps
> oy -
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| Simulation title

Phishing
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TEXT TO SIMULATION

BUILD ALLTYPES OF SIMULATIONS USING CYWARENESS AIBUILDER IN SECONDS

0 Dashboard

ST Email Torplat wding Page i T ding Py
i | @ oares |
g & @/ @ % Campaigns & e &
{ o ® Reports
Welcome = 4 .- ' . =~ O N | _
to" % ' o Address Needed (&
Cywareness Al = ® "

CYWARENESS

(o] @
Select the simulation type Descrlbi;:fesr:nulatlon PreV'eV\;i?T:'u?;aSttizF;S in the
Witz !
W Cbersecurty RCYWARENESS
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FULL VISIBILITY

GET ACOMPLETE UNDERSTANDING OF YOUR EMPLOYEE’S STRENGTHS AND WEAKNESSES.

Ori Attar | Jerusalem = ori@cywarenessio . +972502757677

{ )
mmmmmmmm 6] my @
S o = B - o i e
g° = ]
£ _\ § .
C— n
® Bad ® Low Average @ Excellen
.

To Date
May 27th

Se tart Date tatu
17/05/23
17/05/23
17/05/23 Complated

17/05/23

2704723

Bad
‘‘‘‘‘‘‘‘ — (o]

Campaigns List > Campaign Profile | dfdfg

( nts )
100% 100% 100% 0%
Opened © Clickd® o Y inserted Da ta e

The message was opened once A malicious link was clicked once Sensitive data was disclosed once

AAAAAAA Level O

Started

Level 4 Campaign MAY 24 23 ‘

Sent to: david@cywareness.io '
Ends In ‘

/1 3 21 52 43
Fased CHpRian Days Hours Minutes Seconds \
® Bad ® Low Average @ Excellent

Get analytics of each simulated
attack, from opening an email to
inserting data into our phishing
page. Cywareness allows you to
analyze the performance of each
employee, team, department, or
even a specific office.

Our analytics also gives you an

overview of your employee's
performance compared to previous
campaigns.




GET PHISHING ALERTS

Receive real-time alerts when a user interacts with a campaign.
These alerts can be viewed in our dashboard and/or sent by email.

Campaign test X

Ori Attar opened campaign's feedback
10:31 AM 04/09/22

Cywareness Notification

Campaign test X
“LinkedIn” Campaign, Niki Cukier submitted information to ’ Ori Attar submitted information to
campaign's phishing site campaign's phishing site

10:31 AM 04/09/22
Best Regards,
Cywareness Team Campaign test X

Ori Attar redirected to the phishing site

You have received this email as part of your company’s efforts to increase your cyber 103 1 AM 04/09/2 2
awareness level. if it looks weird, please contact your company IT administrator.

Cywareness LTD - () @ Campaign test X

Ori Attar opened the phishing mail
10:31 AM 04/09/22




DATA ANALYSIS & REPORTS

ONE-STOP SHOP FOR ALL YOUR INSIGHTS

{Company Logo}

“CYWARENESS

Start Date 20/04/2023
Simutation Vectors (2 @

Difficulty Level § § §

Status Completed

End Date 18/05/2023 Duration 28 Days
Simutations OneDrive, LinkedIn, Bolt, Sheared file

Risk Estimation
Chance that {Company Name} employees will fall into

Simulation Score

l | €O o a future phishing trap per year
g ‘
z:\ \\\ 7% Wy, Wy
x \\ =
s § will Click® bl
0w s ata
5 5.37% | 293%
o= ’ g
Total 2800 employees received the phishing attack. k (?

2800

54% of ransomuiare infection are caused due to Phishing emails

812 empioyees opened at least one of phishing attacks.

[

Malicious Code Execution: Emails can expleit

'OPeHEd . in software 1o
Phishing Email opened. Keeping your software up to date reduces this rsk.
29 510/ Web Beacon Tracking: Somme ernails contain tiyy
& 0 uanspmenl images calied web beacons that can track if the

d and collect like |P addi
Sevice et ot White pot inherently harmiul, they can be
used for tracking and menitaring.

Clicked 448 employees clicked on the link on at list one of the phishing attacks.

Malicious Link

red to resemble
mity prompt you to enter your personal information, such s usernames,
pisswerds, credit card details, or social security numbers. When you enter this informaticn, it gets captured
by the hackers.

Malicious Links: Phihing emalls typically contain links that lead to fake websites desig
legitimate ones. These yetbstes

16.39%

274 employees submitted their login credentials.
‘on at least one of the phishing attacks.

Submitted
Data

9.84%

Credential Harvesting: Some phishing emails direct you
10 fake login pages that resemble legitimate platforrms
like banking websites, email providers, or secial media
networks. When you enter your credentials on these
paqes, hackers caplure your username and password,
‘which they can then use ta gain Unauthcrized sccess o
your accounts.

“CYWARENESS

Groups Comparison (average for all 4 campaigns)

Employees '

Group1
Simulation Scme_ 31

20

Employees

‘=

Group 2

Simutation Scor& 965

Opened ® Clicked @ Submitted @

A shared file phishing
email is a fraudulent
email that pretends to
share a file with the
recipient. It aims to

deceive the recipient into

clicking on a link or

Social engineering is a
technique hackers use to
manipulate people into
giving away sensitive
information or
performing specific
actions by exploiting

Campaign #3

SMS phishing on
payment invoices
involves scammers
sending fake text
messages pretending to
be payment-related
invoices to deceive

{Company Logo}

2]

Employees

Group 3

Simulation Score: 961

Campaign #4

A shared file phishing
email is a fraudulent
email that pretends to
share a file with the
recipient. It aims to
deceive the recipient into
clicking on a link or

opening an attachment human psychology and recipients into providing opening an attachment
that can lead malware emotions. sensitive information or that can lead malware
installation or clicking on malicious installation or
| unauthorized access. links. unauthorized access.
-
Recommendations s

Preform a video campaign level 4 or 5 on Shared File Phishing

engi ng.

12 Employees classified as high-risk, having fallen victim to at
least two phishing attacks, should receive a tailored program. For

Preform a smishing simulation campaign level 5 on social
neeril

further details, please reach out to Cywareness io.

« Verify the sender's email address! Don click on finks or

Social Engi
[Compary} employees are vell aware of
=ccial engineering type phishing
attacks

ineering

Smishing
{Company) employses are well aware
of file downlead type smashing
atvacks

from unknown or suspicious emaits.
- Check website's URL before entering say sensitive information.

= Enable two-factor authentication for your accounts whenever possible Educate

yourself on the latest phishing technigues.

14 and by

lous if an

- Trust your inst
creates a sense of urgency.

| 100 geod to be true o

Shared File Phishing

[Compary} employees are vulnerable to
file sharing phishing attacks, mainty on
a future event in their lives. More than
6% failed in this type of smulations.




VIDEO
TRAINING



AUTOMATED TRAINING PROGRAM

NO ADDITIONAL RESOURCES

Provide an automated cybersecurity educational
experience based on real-life threats with no additional
resources from your security team. Target all employees
from different cyber awareness levels and technological
backgrounds.

The goal of phishing training is to improve employee
defense against phishing attempts. Our phishing training
includes quizzes and videos to educate employees how to
spot phishing emails, be aware of cybersecurity threats,
and respond tothese dangerous threats.



INSTANT MICRO TRAINING

HAVE YOUR EMPLOYEES IDENTIFY THE LATEST PHISHING VECTORS.

From: office366@microvoft.com Employees who fall for a simulated attack will receive

Sent: john@companydomain.com

instant micro-training, showing them what they missed

and what to look forin the future.

] Office 365

Total Held Email: 23 Contact Messages
Date: 09 - 23 - 2020

By providing this instant training, the employee’s

Please continue below in order to view you contact
messages.

23 contact emial messages will be automatically deleted after 24 hours

@ svoiingmistake awareness level will rise, ensuring the organization is in

Spelling mistake are safe hands ifthey ever face a genuine phishing email.

common indicaters of
phishing email.

coe —)J

Sincerely,
The Microsoft Online Services Team



ONBOARDING & TRAINING VIDEOS

NEW COMPLIANCE TRAINING CONTENT DELIVERED THROUGH FUN AND ENGAGING ONBOARDING VIDEOS

S

Onboarding: Cybersecurity

Complete by 19/09/22

Malwaro & Phishing  Networks & Mobile Security  Social Engineering  Password Security  Cybar Security Awareness  TrendingNow  Recommended Training Playlist  Onboarding

04:58

o793,

: iRy VARENESS G
CVBERAWAR(NES3CLASS . = ggn AWEK'&L):S G

YBER AWARENESS CLASS

» 131/335

Phishing Ransomware Spear Phishing Password Security

Cyber Security Awareness
05:00 04:58

CYBER AWARENESS CLASS
E CYBER AWAR(NESBCLASS

Ransomware

Cybersecurity is the protection of internet-connected systems such as hardware, A
software and data from cyberthreats. The practice is used by individuals and Phishing

Spear Phishing
enterprises to protect against unauthorized access to data centers and other

Trending Now

computerized systems.

04:58

CYBER AWAR;NES‘CLASS
=S

Multi Languages Quizzes

e Vi QCYWARENESS



A NEW TRAINING PROGRAM EXPERIENCE

GET ACOMPLETE UNDERSTANDING OF YOUR EMPLOYEE’S STRENGTHS AND WEAKNESSES.

Quarter training - How hackers learn your routine (3:45) o This training is mandatory
Campaign Details
s . Cybersecurity awareness isa new
Online 693 R ).} Y Y
training experience that uses
- o soes o oo engaging, micro-learning videos to
empower individuals and
= organizations tobecome
25
e s arres defenders against cyber threats.
[ Full Name Email Started Completed
D Avi Waolicki avi@cywareness.io 20/5/22 21/5/22




LOCALIZATION
SUPPORTS MULTI-LANGUAGE VIDEOS & QUIZZES

OUR SMART SYSTEM SUPPORTS NUMEROUS LANGUAGES, ALLOWING YOU TO DELIVER ACCURATE CONTENTTO YOUR EMPLOYEES, EDUCATING THEM ON THE
DANGERS OF PHISHING.

@ Hebrew b4
E ng Llish (Cémo puede un correo de phishing instalar malware en tu ordenador?
Sp am 5'1 A través de enlaces a sitios web maliciosos
Hebrew
Utilizando archivos infectados adjuntos a un electrinico
French 7717w awnna NIITT DIDIN 'ENNYT 713 21'w'D 7' T
A de vide ventas merg desead:
DIITT LIVVIN NN S o 7 NN
iy w Pa win',
How can a phishing email install malware on your computer?
T P NN 0 NIY:
Through links to malicious websites
noi nawna ~n°
Using infected files attached to an email
S 3/4
I

Through unwanted videos and pop-ups

e All of the above
I

User’s local time zone & User’s default language




TRAINING SUMMARY

GET YOUR EMPLOYEE’S RESULTS QUICKLY AND EASILY.

Status

Done

Activity

|
22/09 23/09 24109 25/09 26/09

Campaign Users (2)

Name

Yanon Hadad

David Polevoy

Users

® completed

| 1 1
27/09 28/09 29/09

Email

yinnon@cywareness.io

david@cywareness.io

Started

22/09/22

22/09/22

Completed

22/09/22

22/09/22

Started

SEP 22 22

Attack Ended
SEP 29 22

100%

completed the
training




(C) m NAME

7§ 7 § v § 7 7 f
LAST BEAME 7] 7] v a7 §
73 S LAST Nawe

FILE MANAGER
FILE DIRECFORY
CODE

o2e/57 :
CODE .
frafvaifraiin ]

SYSTEM FILE
SRR OFILE i -« S £
HISTORY . HISTORY

oA % c t iz DADAPBA
: i SPECIFIC FACTS

Foaf v al a7

79933-28B s o

ERRRE s
===
PROFILE
79933-28
NO PHOTO

L}

|
3
\]

PROFILE
79933-28
NO PHOTO

MORE

N

PROFILE
79933-28
NO PHOTO

MORE

GAMIFICATION



TRAINING WITH CYWARENESS GAMES LIBRARY

Trencing Now

The best game to train yourself on

phishing emails

"R o rsecurity RCYWARENESS



INTERACTIVE GAMES

Clicks Left

frainine 12.10150.. 18. 10

Train your employees with games from a variety of attacks types

Address Needed

Fed <package@fex.authenticationn.com>

Measuring

Measure your employees through the game scoring algorithm

Engagement o %
0 Omer Ohana

Engage your employees tothe company cyber awareness training
program with interactive games

I..‘x gcltazersecurity ef@ CYWARENES Sw



DEFENSE



YOUR EMPLOYEES ARE YOUR BEST LINE OF DEFENSE

PROVIDE YOUR EMPLOYEES WITH TOOLS TO PROTECT AGAINST AND MANAGE CYBER ATTACKS.

Our report button isthe best hands-on

4 Total Reports 2 Total Malicious 10:18:19 Avg. Response Time =0 i::::c"g . .
2 practice that will empower your

|
F employees, helping them to react instantly
to any potential threat.

email You've joined the rnd group Malicious
email Fwd: D¢ N D'DI9 NN Safe

email Report status has been changed Safe

email Report status has been changed Malicious Home Send / Receive Folder View [\:J Tell me what you w

~ < r{\lore r0 NN L
B XE e Ak

Clean Up ~ J
Transform your employees from New New i Delete Archive Reportas Reply Reply Forward
_ Email ltems~ ~©Junk ~ Phishing All
potential areas of weakness to your New Delete Respond

strongest defense against cyber attacks.



TAKE CONTROL OF ANY ATTACK

AUTOMATE AND SCALE YOUR RESPONSE PROCESS FOR APOTENTIAL CYBER ATTACK.

, - N Quickly understand every email your
Subject Re: Amazon delivery failed Timeline (3 Days) < November > . . .
Sender - badiobamal.com employees report as suspicious with the
ecieve 13:20 2/11/2020 i
e 5 2 2 2 1 Cywareness security tool.
itai@cywareness.io itai@cywareness.io
itai@cywareness.io itai@czwareness.io - e 8 9 10
You can examine the email’s code, hidden
Gmsbeein L links, and attachments to determine if the
e e o s a email is malicious or safe.
° 25 26 27 28 29 30 1 . . . .
In an event like this, all communication
with the employees will be automated by

Cywareness, allowing fast response and
scale for the security teams.

Links - 5 Attachments (2)
2

www.cnn.com/newsfake/uid23923 Installer.exe
www.amaz.com/newsfake/uid23923 “ howtoworkwithyour.pdf




cywareness.io

QNCYWARENESS

100K Fro

Thank you for your time & stay safe online

4
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